D-Fence Server Transmission

Audit Report S.TA.R

Email system auditing service

D-Fence S.T.A.R service audits the email system established for domains and warns about
security threats. The configuration and right set up of an email server is one of the most
important details in credible email relaying. Safe and reliable email relaying is vital
competitive edge in business to business communication.

D-Fence S.T.A.R — service verifies and reports the

following targets:

Server and communication security

Email communication contains a number of
potential security challenges. Is it possible
to use the server as a spam relay? Can the
traffic be spied on? Could web criminals
hijack user names and passwords through
out the network? Are there any other
potential vulnerabilities in the system?

The service responds to these and many
other questions. S.T.A.R. works for all email
systems without requiring any special skills.
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Service benefits

* Finds and isolates security threats

» Ease the CIO’s daily routines

* Ensures that system fulfills authority
requirements

» Ongoing active monitoring

D-Fence S.T.A.R.

The service audits clients email system
monthly and provides a detailed audit report
to CIO and IT department. This assures the
ability of responsible parties to control the
situation and react immediately to any
threats occurring.

Reveals deviations from the system
Service also points out a configuration
changes or software upgrades arising from
potential threats, or problems with
addresses, errors, and deviations in the
monthly reports.

This reports help the company and staff to
prevent any threats to information security.
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Service description

S.T.A.R. Service verify the email system and
traffic set up and configuration.

Auditing

The D-Fence system establishes each
verifying domain to be audited. At the same
time the DNS records are reviewed. SY
Once all the necessary configuration are
done, the service verifies the email server,
it's settings and security information. Testing

over 50 sections. y N
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On the basis of the test data the D-Fence
system produces an audit report. The report
is easy to interpret and it gives the test
results in addition to background information
with a thorough explanation for each error,
and therefore makes the repairing processes
easy.

The audit report is generated by email each
month. The IT department will be
continuously informed without using any of
their own resources.

ISO 9001 Quality standard

All D-Fence services are certified by ISO
9001 QMS. It guarantees that all our activities
and processes are carried out in compliance
with the established quality standards.

D-Fence Service production

D-Fence is the leading managed email D-Fence services are provided through

security provider in Northern Europe. The the centralized server clusters which are

company was founded in 2000. situated in a space that fulfills the
requirements set by the Finnish Trafficm &

High quality recognized D-Fence services Communications  Ministry  concerning

are sold globally via valued GlobeSec locations for telecommunication (order 48

Partners. A/2003)
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